Received by C&A 1/6/21

WASHTENAW COMMUNITY COLLEGE
PROGRAM CHANGE FORM

Program Code: Program Name: Principles of Cybersecurity Effective Term: Fall 2021

Division Code: Department: CSIT

BCT

Directions:

1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can
be included on a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a
course, or adding new courses as part of the proposed program change, must be approved separately
using a Master Syllabus form, but should be submitted at the same time as the program change form.

Requested Changes:

[ ] Review (O] Program admission requirements

[X] Remove course(s): _CNT 206, CNT 216 (] Continuing eligibility requirements

PJAdd course(s): CSS 295 (] Program outcomes

[JProgram title (title was ) - [ Accreditation information

[[IDescription (1] Discontinuation (attach program discontinuation
(] Type of award plan that includes transition of students and

[] Advisors timetable for phasing out courses)

[ ] Articulation information [X Other _change to advanced certificate

Show all changes on the attached page from the catalog.

Rationale for proposed changes or discontinuation:

Certification preparation goes beyond the scope of a standard course. Adding the one credit hour capstone course will prepare
students for the industry certification related to the certificate.

Financial/staffing/equipment/space implications:
n/a

List departments that have been consulted regarding their use of this program.
n/a

Signatures:
Reviewer Print Name Signature Date

Initiator Cyndi Millns Coyncte Webra 11512021

Department Chair Cyndi Milins M Wera 1/5/2021
Division Dean/Administrator Eva Samulski CM Samedske 1/5/2021

Please submit completed form to the Office of Curriculum and Assessment (SC 257).
Once reviewed by the appropriate faculty committees we will secure the signature of the VPI and President.

Vice President for Instruction Kimberly Hurns KM% y%uw L//Z,/Z,OZ_/
President Rose B. Bellanca kﬁ@b é MW a// ] J/ >/
Do not write in shaded area. Entered in: Banner C&A Database Log File Board Approval _3/30/21

Office of Curriculum & Assessment http://www.wccnet.edu/departments/curricuium
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Y% Washtenaw Community College Office of Curriculum and Assessment
Program Information Report

Science, Computer Technology, Engineering & Math

Principles of Cybersecurity (CVCSCP)
Advanced Certificate
Program Effective Term: Fall 2021

High Demand Occupation High Skill Occupation High Wage Occupation

This program is designed to meet the emerging demand for highly skilled cybersecurity professionals within the information
technology industry and business community. This certificate program provides an in-depth examination of cybersecurity technology
with an emphasis on executing a vulnerability analysis of an organization network and network hardening. The student will be trained
to use various tools to analyze networks for vulnerabilities and secure networks through the application of various defense
mechanisms including firewalls, intrusion detection and Virtual Private Networks (VPN).

Applying for Admission to the Program:
In order to meet the requirements of the market for jobs in network security, students should have professional or educational
experience in network and system administration.

Program Admission Requirements:
Completion of the Computer Networking Academy Certificate or industry experience with Linux, Windows, working at the command
line of any operating system and networking.

Continuing Eligibility Requirements:
Students must maintain a grade of "C" or better in the program requirements.

Major/Area Requirements (13 credits)
CSS 200 Introduction to Network Security - Security+ 4
CSS 205 Essentials of Network Penetration Testing 4
CSS 210 Network Perimeter Protection - CCNA Security 4
CSS 295 Cybersecurity Industry Certification Preparation 1
Minimum Credits Required for the Program: 13

Wednesday, April 28, 2021 3:46:54 p.m. Page 1 of 1



&Washtenaw Community College Office of Curriculum and Assessment
Program Information Report

Principles of Cybersecurity (CTCYS)
Certificate
Program Effective Term: Fail 2016

High Demand Occupation High Skill Occupation High Wage Occupation

This program is designed to meet the emerging demand for highly skilled cybersecurity professionals within the information
technology industry and business community. This certificate program provides an in-depth examination of cybersecurity technology
with an emphasis on executing a vulnerability analysis of an organization network and network hardening. The student will be trained
to use various tools to analyze networks for vulnerabilities and secure networks through the application of various defense
mechanisms including firewalls, intrusion detection and Virtual Private Networks (VPN).

Applying for Admission to the Program:
In order to meet the requirements of the market for jobs in network security, students should have professional or educational

experience in network and system administration.

Program Admission Requirements:
Students must have basic knowledge of Linux, Windows, working at the command line of any operating system and networking.

Continuing Eligibility Requirements:
Students must maintain a grade of "C" or better in the program requirements.

CNT 206 Interneworking I- Fundamen als

CNT 216 Routing and Switching Essentials 4
CSS 200 Introduction to Network Security - Security+ 4
CSS 205 Essentials of Network Penetration Testing 4
CsSSs 210 Network Perimeter Protection - CCNA Security 4
Minimum Credits Required for the Program: 20

Wednesday, February 17, 2016 9:52:18 a.m. Page 1 of 1



WASHTENAW COMMUNITY COLLEGE
PROGRAM CHANGE OR DISCONTINUATION FORM

Program Code: €TFCS Program Name: Principles of Cybersecurity Effective Term: 2016-017

Creys i

Division Code: BCT Department: CIS

Directions:
1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be included on
a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, or adding
new courses as part of the proposed program change, must be approved separately using a Master Syllabus form, but
should be submitted at the same time as the program change form.

Requested Changes:

[JReview [JProgram admission requirements

XIRemove course(s): CIS121/CNT201 [JContinuing eligibility requirements

DJAdd course(s): CSS205_C-22R10 [] Program outcomes

DdProgram title (title was Foundations of Computer Security ) [JAccreditation information

DDescription [IDiscontinuation (attach program discontinuation

I Type of award plan that includes transition of students and timetable
[CJAdvisors for phasing out courses)

[JArticulation information [[JOther

Show all changes on the attached page from the catalog.

Rationale for proposed changes or discontinuation:

The existing certificate requirements did not include the prerequisite courses. Courses were included that were not pertinent
to the discipline. The description also had some inaccuracies.

Financial/staffing/equipment/space implications:

List departments that have been consulted regarding their use of this program.

The CIS department was consulted.
Signatures:

Reviewer Print Name Signature Date

Initiator Michael Galea WN /-23- 201
N

v

Division Dean/Administrator Kz (4 Hormes o /N /I'""’ /I~ D315

Vice President for Instruction Michaes A 'J_EA‘JJ _Lq,\,,‘_._‘ul [1‘_,&___\ ‘/25/\‘,
=2/
President )
‘Do not write in shaded area, Entered in: Banner.a wC&A Database, *Log File . “Board Approval 1\

Please submit completed form to the Office of Curticulum and Assessment and email an electronic copy to s]ohn@‘wcgnggegu for
posting on the website.

/724/ 12 [ ymn
e of Curriculum & sessment http://www.wccnet.edu/departments/curriculum
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}oundations of Computer Security (CTFCS)

Certificate 2013 - 2014 2014-2015  2015-2016
Current Program

Description

in this introductory program, students will develop the basic knowledge and skills that will qualify them faor
admission into the Network Security Advanced Certificate program. Students will receive an introduction to
the principtes of information assurance and will acquire basic skills in network and system adminisiration.

Admissions Requirements

-An Academic Math Level of 3
-Students must aiso be experienced at installing and configuring computers and be comfortable with
working at the computer command line with DOS.

Applying for Admission to the Program

in order to meet the reguirements of the market for jobs in network security. students should have
significant professional or educational experience in network and system administration and advanced
courses in network and system security.

Continuing Eligibility

Students must maintain a grade of "C” or better in the program requirements

Contact Information

Division: Business/Computer Technologies
Department: Computer Instruction Dept
Advisors: hiichael Galea
John Trame

Reqtiirements
(items marked in crange are available online. )

Major/Area Regquirements

(ass Title Credits
(I Linus/UKIX | Fundameantals 4
CNT 201 Administering Microsoft windows Client Gperating Svstems 3
ClaT 208 Internetworking | - Fundamentals 4
CRT 215 Internetworking Il - Routers 4
£838 200 introduction to Metwork Security 4

Total " 19




‘k/

T .
Principles of Cybersecurity

2015 - 2016

Description:

This program is designed to meet the emerging demand for highly-skilled cybersecurity professionals within the
information technology industry and business community. This certificate program provides an in-depth
examination of cybersecurity technology with an emphasis on executing a vulnerability analysis of an organization
network and network hardening. The student will be trained to use various tools to analyze networks for
vulnerabilities and secure networks through the application various defense mechanisms including firewalls,
intrusion detection. and Virtual Private Networks (VPN). ¢

Admission Requirements:

Students must have basic knowledge of Linux, Windows, working at the command line of any Operating
System, and networking.
Applying for Admission to the Program

in arder to meet the requirements of the marke! or jobs in network security, students should have
sapResd Drofessional or educational experience in network and system administration akde=advaaads

Continuing Eligibility

Students must maintain a grade of "C" or better in the program requirements.

Contact Information

Division: Business/Computer Technologies
Department: Computer instruction Dept

Advisors: Michael Galea Add:
John Trame CSS205 Essentials of & 52200
Penetration Testing
Requirements CSS210 Perimeter Security 47 Mo lewed]
(items marked in wrangs are available onling. ) /(//// I wa“
’ (AT 2 &
Major/Area Regquirements
(lass Title Credits
i“i‘l‘ s | RTSRP 2 RN IN ] e e
5]
T Internetworking | - Fundamentals Mo leweF 7 /2“"’“‘5 - 4 v
n{,
CHI 2R Intermetwarking It - Routers CHT 200 ¢ - 4
4/

S5 200 Imtroduction to MNetwork Security e [ﬂu(f / ‘/‘”‘WQ
Total & | 20
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¥J Washtenaw Community College Office of Curriculum and Assessment
Program Information Report

CTFCS

School of Information Technology

The School of Information Technology gathers the diverse areas that make up the computer technology of today. From basic
programming languages to systems development through networking, these programs provide the core of information technology.
Develop skills in computer networking or programming in the growing field of applied information technology.

Washtenaw Community College offers programs at several levels for students who want to begin new careers, or advance in their
existing careers. The first level is the certificate, which can vary from nine to thirty-six credits, depending on the field. Certificates
generally prepare students for entry-level jobs.

After completing a certificate, students can progress to the next level, the advanced certificate. The credit hours required for these
programs also vary. This type of certificate provides a more specialized level of skill development, and often allows students to
upgrade their positions at their places of employment.

The next level, an Associate in Applied Science, is available for some programs. For some career fields, it is possible to earn a
certificate, an advanced certificate, and an Associate in Applied Science degree in the same field. In these cases, the credit hours
from the certificate and advanced certificate can be applied to the credit hours needed for the Associate in Applied Science degree.

Alternatively, students can earn an AAS in Occupational Studies by completing a certificate, an advanced certificate (if it exists) and
General Education requirements,

Computer Securit

Tuesday, March 24, 2015 8:55:38 a.m. Page 1 of 2
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%} Washtenaw Community College Office of Curriculum and Assessment

Program Information Report

Foundations of Computer Security (CTFCS)
Certificate
Program Effective Term: Fall 2015

High Demand Occupation High Skill Occupation High Wage Occupation

In this introductory program, students will develop the basic knowledge and skills that will qualify them for admission into the
Network Security Advanced Certificate program. Students will receive an introduction to the principles of information assurance and
will acquire basic skills in network and system administration.

Applying for Admission to the Program:
In order to meet the requirements of the market for jobs in network security, students should have significant professional or

educational experience in network and system administration and advanced courses in network and system security.

Program Admission Requirements:
-An Academic Math Level of 3
-Students must also be experienced at installing and configuring computers and be comfortable with working at the computer

command line with DOS,

Continuing Eligibility Requirements:
Students must maintain a grade of "C" or better in the program requirements.

CIS 121 inux/UNIX I: Fundamentals 4
CNT 201 Administering Microsoft Windows Client Operating Systems 3
CNT 206 Internetworking I - Fundamentals 4
CNT 216 Internetworking II - Routers 4
CSS 200 Introduction to Network Security 4
Minimum Credits Required for the Program: 19

Page 2 of 2

Tuesday, March 24, 2015 8:55:38 a.m.
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WASHTENAW COMMUNITY C
PROGRAM CHANGE OR DISCONTINUATION FORM

Effective Termr

F'}5

Program Code: CTFCS Program Name: Foundations of Computer Security

Division Code: BCT Department: CISD

Directions:
1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be
a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, -
new courses as part of the proposed program change, must be approved separately using a Master Syllabus for
should be submitted at the same time as the program change form.

Requested Changes:

[ JReview [ Program admission requirements
DRemove course(s): CSS 180, €SS 205, MV 24y []Continuing eligibility requirements

[ JAdd course(s): [] Program outcomes

[ ]Program title (title was ) [ JAccrediration information

[ Description [ IDiscontinuation (artach program discont
[ IType of award plan that includes transition of students :
[ JAdvisors : for phasing out courses)

[JArticulation information [ Other

Show all changes on the attached page from the catalog,

Rationale for proposed changes or discontinuation:
Changes in industry requirements. Moving CSS 205 to advanced certificate.

Financial/staffing/equipment/space implications:
None

List departments that have been consulted regarding their use of this program.
None

Signatures:

Reviewer Print Name /] Sjgnayde

Inidator Mike Galea MM

Department Chair John Trame R i

Division Dean/Administrator Kimberly Hurns -%p‘ﬁr /Lk ‘

4 4
- d> =3
Vice President for Instruction William Abernethy gﬁ n\ /@f//g
C— ) 7

President ,

Do not write in shaded area. Entered in: Banner}Mg_ C&A Database % Log File _.;[24'4_6‘ Board Approval A%
mo

Please submit completed form to the Office of Curriculum and Assessment and email an electronic copy to sjohn(
posting on the website.

m‘,/ffﬁecf Sinfis 7//



WCC > Programs » Foundations of Computer Security
- -

10f2

ACADEMICS

Foundations of Computer Security (CTFCS)

Certificate

Description

http://www.wccnet.edwacademics/programs/view/prograny CTFCS/

2013 - 2014

In this introductory program, students will develop the basic knowledge and skills that will qualify them for admission
Advanced Certificate program. Students will receive an introduction to the principles of information assurance and v
and system administration.

Admissions Requirements

-An Academic Math Level of 3
-Students must also be experienced at installing and configuring computers and be comfortable with working at the ¢

DOS.

Applying for Admission to the Program

In order to meet the requirements of the market for jobs in network security, students should have significant profes:
in network and system administration and advanced courses in network and system security.

Continuing Eligibility

Students must maintain a grade of "C" or better in the program requirements.

Contact Information

Division: Business/Computer Technologies
Department: Computer Instruction Dept
Advisors: Michael Galea, John Trame

Requirements

Major/Area Requirements

Class
Cis 121
CNT 201

CNT 206

Title
Linux/UNIX I: Fundamentals
Administering Microsoft Windows Client Operating Systems

\

Internetworking | - Fundamentals ('5 7 2 25 /- Ve

kmmﬁgwwmw P ME 3 fiafrs

CNT 216

Internetworking Il - Routers

W

CSS 200

CSS 208

introduction to Network Security

Total

Total Credits Required:

Credits

3/2/2015 9:26 AM



o WASHTENAW COMMUNITY COLLEGE
PROGRAM CHANGE OR DISCONTINUATION FORM

Program Code: CTFCS Program Name: Foundations of Computer Security Effective Term: 201009

Division Code: BCT Department: CIS

 EEE———

Directions:

1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be included on
a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, or adding
new courses as part of the proposed program change, must be approved separately using a Master Syllabus form, but
should be submitted at the same time as the program change form.

Requested Changes:

[ IReview [JProgram admission requirements

[ JRemove course(s): [IContinuing eligibility requirements

X]Add course(s): CSS 205 Computer Security ML [T Program outcomes

[ IProgram title (title was —_) [JAccreditation information

EDCSCdPﬁOH [[IDiscontinuation (attach program discontinuation
[1Type of award plan that includes transition of students and timetable
[JAdvisors for phasing out courses)

[JArticulation information [Jother

Show all changes on the m@gd_w,_

Rationale for proposed changes or discontinuation:
Course added to cotrect error in program requirements. Addition of course will also align certificate with Computer

Security Associate Degree (APCSS) in which CSS 205 Computer Security III is required. §
R
w4 e
o= = m
Pee B 0
Financial/staffing/equipment/space implications: P —_ L
None i - =
o j,,f
&5 _—
List departments that have been consulted regarding their use of this program. > =
N/A
Signatures:
Reviewer Print Name | ; __ Signature Date
Initiator Neil Gudsen ./ L&( O )&u{gﬂv, ,;) - )‘5 -0
Department Chair Clarence Hasselbach 1. 1 ~N
T , < »
Division Dean/Administrator Rosemary Wilson .3/ ;/ &
Vice President for Instruction AW 4-' / -/, D
President Larry Whitworth

Y
Wo not write in shaded area. Entered in: Banner C&A Database Log FileZ [/l [} 2.5 "//Boatd Approval

Please submit completed form to the Office of Curriculum and Assessment and email an electronic copy to
posting on the website.

for



WEC Certificates and Degrees: Foundations of Computer Security Certificate (CTFCS) Page 1 of 2

Washtenaw Community College.

Certificates and Degrees.
http://www4.wccnet.edu/academicinfo/creditofferings/programs/degree.php?code=CTFCS

Return to web format »

Foundations of Computer Security (CTFCS)
Certificate

Description:

In this introductory program, students will develop the basic knowledge and skills that will qualify them
for admission into the Network Security Advanced Certificate program. Students will receive an
introduction to the principles of information assurance and will acquire basic skills in network and system
administration.

Contact Information:
Division: Business and Computer Technologies

School: School of Information Technology
Department: Computer Instruction
Advisors: Michael Galea, John Trame

Admission Notes:
In order to meet the requirements of the market for jobs in network security, students should have

significant professional or educational experience in network and system administration and advanced
courses in network and system security. st i f ent o i

Admission Requirements:

-An Academic Math Level of 3

-Students must also be experienced at installing and configuring computers and be comfortable with
working at the computer command line with DOS.

Continuing Eligibility:

Students must maintain a grade of "C" or better in the program requirements. 30

Major/Area Requirements (26"Credits)
CIS 121  Linux/UNIX I: Fundamentals 3
CNT 201 Administering Microsoft Windows XP Professional 3
CNT 206 Internetworking I - Fundamentals 4
CNT 211  Administering and Managing Microsoft Windows Server Active Directory 4
CNT 216 Internetworking II - Routers 4
CSS 180 Computer Security I 4
CSS 200 Computer Security II 4
0335 208" Comayrse Seeverty I 20 Y
Minimum Credits Required for the Program: /ﬁ Credits

This website is for informational purposes only and is not to be construed as a binding offer
or contract between WCC and the student. The information presented here is believed
accurate, but is NOT guaranteed and is subject to change without notice.

For official information, see an Advisor.

http://www4.wccnet.edu/academicinfo/creditoffeﬁngs/programs/degree.php?code=CTFCS... 2/25/2010



WASHTENAW COMMUNITY COLLEGE

PROGRAM CHANGE OR DISCONTINUATION FORM
Cowy;u_;fel/
Program Code: CTFCS Program Name: Foundations of Security Effective Term: Fall 2010
Certificate |

Division Code: BCT  Department: CIS

Directions:
1. Attach the current program listing from the WCC catalog or Web site and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be included on
a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, or adding
new courses as part of the proposed program change, must be approved separately using a Master Syllabus form, but
should be submitted at the same time as the program change form.

Requested Changes:
[JReview WPro dmissi i
gram a ssion requirements
[XIRemove course(s): _CSS 205 ,CIS 28& , ENT 22/ [ Continuing eligibility requirements
&Add course(s): CNT 206, CNT 216 7 CNT 02&/ N Program outcomes
XProgram title (was Information Assurance) [(JAccreditation information
XDescription [Discontinuation (attach program discontinuation plan
[1Type of award that includes transition of students and timetable for
XAdvisors phasing out courses)
[JArticulation information [(JOther

Show all changes on the attached page from the catalog.

Rationale for proposed changes or discontinuation: The Foundations of Computer Security Certificate is intended to
support the Network Security Advanced Certificate. This revision includes essential skills in routing and switching. This
revision no longer supports Computer Forensics (now Data Recovery and Analysis) advanced certficiate and degree
programs.

Financial/staffing/equipment/space implications:
No new investment in staffing, equipment or space is required.

List departments that have been consulted regarding their use of this program.
ELE and CIS.

Signatures:
Reviewer Print Name ., Signature Date

Initiator Michael Galea W%——"’
N ” ‘
Department Chair Clarence Hasselbach M / L,
4 . ¥

=3
Division Dean/Administrator Rosemary Wilson E;E_j, L
/
Vice President for Instruction Roger Palay féﬁ% 7 3/’ / ?

1/
President 1 {/

oaid Approval

Please submit completed form to the Office of Curriculum and Assessment and em ifa electronic copy to sjchn(@wccnetedu for
posting on the website. :

Office of Curriculum & Assessment http://www.wecenet.edu/departments/curriculum

T TERE
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& Washtenaw Community College Office of Curriculum and Assessmenit

Program Information Report

School of Information Technology

The School of Information Technology gathers the diverse areas that make up the computer technology of today. From basic
programming languages to systems development through networking, these programs provide the core of information technology.
Develop skills in computer forensics or learn how to run a successful e-business, the growing field of applied information technology
is waiting for you.

Washtenaw Community College offers programs at several levels for students who want to begin new careers, or advance in their
existing careers. The first level is the certificate, which can vary from nine to thirty-six credits, depending on the field. Certificates
generally prepare students for entry-level jobs.

After completing a certificate, students can progress to the next level, the advanced certificate. The credit hours required for these
programs also vary. This type of certificate provides a more specialized level of skill development, and often allows students to
upgrade their positions at their places of employment.

The next level, an Associate in Applied Science, is available for some programs. For some career fields, it is possible to earn a
certificate, advanced certificate, and an Associate in Applied Science degree in the same field. In these cases, the credit hours from
the certificate and advanced certificate can be applied to the credit hours needed for the Associate in Applied Science degree.

Alternatively, students can earn an AAS in Occupational Studies by completing a certificate, advanced certificate and General
Education requirements.

Computer Seciitity and/Farensics:
Become part of the growing field of computer system security and forensics.
Foundations of Computer Security (CTFCS)

Certificate

Program Effective Term: Fall 2009

In this introductory program, students will develop the basic knowledge and skills that will qualify them for admission into the Data
Recovery and Analysis advanced certificate program. Students will receive an introduction to the principles of information assurance
and will acquire basic skills in network and system administration.

Applying for Admission to the Program:

In order to meet the requirements of the market for jobs in network security, students should have significant professional or
educational experience in network and system administration and advanced courses in network and system security. Prior experience
in law enforcement or the attainment of a bachelor's degree in criminal justice, information assurance or related areas is advised for
individuals wishing to pursue careers in computer forensics. In order to practice computer forensics in the State of Michigan,
individuals must be licensed as private investigators or qualify for an exemption under statutes pertaining to the licensure of private
investigators.

Program Admission Requirements:

-An Academic Math Level of 3

-Students must also be experienced at installing and configuring computers and be comfortable with working at the computer
command line with DOS.

Continuing Eligibility Requirements:
Students must maintain a grade of "C" or better in the program requirements.

4UNIX I: Fundamenéals

Linux, 3
CNT 201 Administering Microsoft Windows XP Professional 3
CNT 206 Internetworking I - Fundamentals 4
CNT 211 Administering and Managing Microséft Windows:Server Active Directory 4
CNT 216 Internetworking II - Routers 4
CSS 180 Computer Seclirity' I : 4
CSS 200 Computer Security II 4
Minimum Credits Required for the Program: 26

Monday, April 6, 2009 4:13:58 p.m. Page 1 of 1




.. WASHTENAW COMMUNITY COLLEGE
PROGRAM CHANGE FORM

Program Code: Program Name: ‘ Effective Term:
€EFPASCT A Information Assurance 200409
Directions:

1. Attach the current program listing from the WCC catalog and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be included on
a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, or adding
new courses as part of the proposed program change, must be approved separately using a Course Syllabus Form, but
should be submitted at the same time as the program change form.

Requested Changes:
[JRemove course(s) [JAdvisors
[JAdd course(s) [JArticulation information
[Total credits: Current credits After changes _ [ JProgram admission requirements
[XITite (title was Data Assurance ) [JContinuing eligibility requirements
DDescription DProgram outcomes

Other

Show all changes on the attached page from the catalog.

Rationale for proposed changes:
Align title to industry standards.

Financial/staffing/equipment/space implications:

List departments that have been consulted regarding the use of this program.

)

>

_Signatures:
Reviewer Print Name Signature Date
Program Change Initiator QA MES LG_\,)( S Sl// ?/OY
Department Chair PLL( wuP (;—c'\/ ! L'/ // q / 4 ('l/
Division Dean/Administrator (4? s, é J @1 (&cr—\, ﬁl//}f//b 17{
Vice President for Instruction O ' Z/ 5 &/ é 4

Please submit completed form to the Office of Curriculum and ulation Services.

Wb o s S

LAY [ AT

) k] PLoerny

%/ pn;,./ L JoLet

A nnace Denmrams Rila Tan MNaniad and Datienad

o STt hee RRIEUDE RN BN
Ch.\.@ufw.u.,:.'.;.'ulun.‘_,‘_.‘;,.d;;.-..;;3

Office of Carriculum &> Articulation Services Prooinns S Program Change Form 8—20&)



Information Assurance (CTIA)
Certificate

Program Effective Term: Fall 2004
T —

The Data Assurance program provides comprehensive instruction for students who wish to develop a career as a
computer security professional, a field within the IT industry and business community in which there is a critical
shortage of qualified personnel. With this program, students will develop the required knowledge and skills about
information, computer, and network security. The student will become well-versed concerning issues in IT security
awareness, data confidentiality, basic network security planning, network security technology, network security
organization, and the legal and ethical issues associated with computer systems security. Students receive hands-
on training in the methods, techniques, and tools for preventing network attacks. This program is a prerequisite for
the Network Security Advanced Certificate programs.

Program Admission Requirements:
Students must have a minimum COMPASS Algebra score of 46 or complete MTH 097 with a grade of "C" or better.

Major/Area Requirements (22 credits)
CiS 121 Linux/UNIX Fundamentals 3
CNT 211 Administering and Managing Microsoft Windows 2003 4

Server

CSS 180 Computer Security for PC's 4
CSS 200 Information Assurance | 4
CSS 205 Information Assurance || 4
CIS 286 or  UNIX Systems Administration
CNT 221 Implementing a Windows Server 2003 Network 3

Infrastructure

Minimum Credits Required for the Program: 22
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WASHTENAW COMMUNITY COLLEGE

PROGRAM CHANGE FORM
/‘D .
C\ Program Code: Program Name: Effective Term:
Data Assurance 200409
Directions:

1. Attach the current program listing from the WCC catalog and indicate any changes to be made.

2. Draw lines through any text that should be deleted and write in additions. Extensive narrative changes can be included on
a separate sheet.

3. Check the boxes below for each type of change being proposed. Changes to courses, discontinuing a course, or adding

new courses as part of the proposed program change, must be approved separately using a Course Syllabus Form, but
should be submitted at the same time as the program change form.

Requested Changes:

[JRemove ____ course(s) [CJAdvisors

DXJAdd _2 _ course(s) [ JArticulation information

XTotal credits: Cutrent credits_16 ____ After changes 23 []Program admission requirements
DTitle (title was Computer Systems Security 1 ) [JContinuing eligibility requirements
XDescription [JProgram outcomes

Other  Change to Certificate Level Program

Show all changes on the attached page from the catalog.

Rationale for proposed changes:
For Academic year 2004-2005, this certificate will emphasizes entry level skills in data (information) assurance and will be
changed from an advanced certificate program to a certificate program. New course CSS 180 PC Systems Security is a being
added into this certificate to create a low level access point into the security curticulum at WCC. The course will allow
students with litle prior computer experience to develop PC based hardware/networking/security skills to a level that will
be sufficient for more rigorous computer security coursework. CIS 121 Linux/Unix Fundamentals will also be required in
order to give students requisite skills on that platform. Also, students will be given an option of taking Unix System
Administration or Windows Administration courses.

Financial/staffing/equipment/space implications:
See NSF Grant Budget detail, attached.

List departments that have been consulted regarding the use of this program.
NA

jignamres:
Reviewer Print Name Signature Date

Program Change Initiator James Lewis M i\)'\-gia //(A {,,2//9/0%
Department Chair Philip Geyer l/ : ///M &?,&r’v/\, / 27/ / C'f / 03

2 G/ :
Division Dean/Administrator Rosemary Wilson N, ~ / >/ %3 '
Vice Prestdent for Instruction Roger Palay ,// / / / // /2’% /
L4 LA 7 7
Offsce of Curricuinm & Articulation Services Progr%hange Form 8-2003

Access Program File :ll io I{iﬁ) 9“ i() 53 Copied and Returned
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Computer Systems

“

Data Assurance (CTDAS) 'UNDER CONSTRUCTION'
Certificate

Program Effective Term: Fall 2004

The Data Assurance program provides comprehensive instruction for students who wish to develop a career as a
computer security professional, a field within the T industry and business community in which there is a critical
shortage of qualified personnel. With this program, students will develop the required knowledge and skills about
information, computer, and network security. The student will become well-versed concerning issues in T security
awareness, data confidentiality, basic network security planning, network security technology, network security
organization, and the legal and ethical issues associated with computer systems security. Students receive hands-
on training in the methods, techniques, and tools for preventing network attacks. This program is a prerequisite for
the Network Security Advanced Certificate programs.

Program Admission Requirements:
Students must have a minimum COMPASS Algebra score of 46 or complete MTH 097 with a grade of "C" or better

Major/Area Requirements (22 credits)
CIs 121 Linux/UNIX Fundamentals 3
CNT 211 Administering and Managing Microsoft Windows 2003 4

Server
Css 180 Computer Security for PC's 4
CSS 200 Essentials of Computer Security 4
CSS 205 IT and Data Assurance 4
CIS2860or UNIX Systems Administration
CNT 221 Implementing a Windows Server 2003 Network 3
Infrastructure

Minimum Credits Required for the Program: 22
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Washtenaw Community College

PROGRAM APPROVAL DOCUMENT (PAD)

Program Name:_Computer Systems Security I Advanced Certificate Program Code:
Division:_BCT Department:_CISD CIP Code:
Type of Award: [JAA. [JAS. [JAAS. [JCertificate  [] Certificate  [X] Advanced [ ] Post/Cert

of Completion Certificate

Is this an occupational program eligible for Perkins Funding? Kyes [no Effective Year:

Program Features

Provide a general description of the program's purpose and general goals. State the criteria for entry into the
program, along with projected enrollment figures. Explain any connection to other WCC programs, as well as
accrediting agencies or professional organizations. Note any special features of the program, such as jobs for
which the student will be prepared, as well as potential career paths.

Washtenaw Community College is member of a consortium of seven colleges that have applied for a NSF
grant for the development of a standardized computer security curriculum and for the development of
regional and local security centers.

The Computer Systems Security I Advanced Certificate is part of a series of two certificates and a degree
program under the grant.

WCC has run two sections of CSS 200 Essentials of Computer Security during the Winter 2003 term.
This course will be the first course of this certificate. Using CSS 200 as a baseline for enrollments, it is
expected that initially two sections of each class included in this certificate will run each semester for a
total of 48 students. Due to the high demand for trained computer security professionals, it is anticipated
that enrollments may gradually increase from the baseline to a maximum of no more than 72 per
semester.

While specific salaries cannot be guaranteed, salaries for trained computer security professionals are
expected to be relatively high, with new workers making in the range of from $40,000 to $60,000/year
and experienced computer security professionals making from $60,000 and up.

Need
State the need for the program and provide evidence to support the stated need.

With Homeland Security being a high national priority, the certificate is of timely and vital interest to the
IT and business communities. It is estimated that $12.3 billion was spent to clean up damage from
computer viruses in 2001 alone. Additionally, in a recent survey of the Computer Security Institute, it
was determined that 85% of the companies surveyed detected security breaches and 64% suffered
financial losses because of such breaches.

According to PostNewsweek Tech Media, 2001, a serious deficit in the number of skilled computer
security workers exists and will continue to exist into the future. The proposed certificate and the goals
and objectives of the grant are designed to address the critical shortage of qualified computer security
professionals. (See Regional IT Security and Data Assurance Center grant proposal attached).

DRAFT Office of Curriculum and Articulation Service 1



Computer Systems Security I Advanced Certificate

This program surveys issues in IT security awareness and data confidentiality. It also
provides students with the basics of network security planning, network security
technology, network security organization and the legal and ethical issues associated with
network security. Students will also get hands-on training in the methodologies,
techniques, and tools for preventing network attacks

Program Admission Requirements:

-ELE 225A or equivalent knowledge
-CIS 121 Linux/Unix Fundamentals with a minimum grade of C or equivalent knowledge
-CNT 201 with a minimum grade of C or equivalent knowledge.

Major/Area Requirements: Credits

. CSS 200 Essentials of Computer Security 4

CIS 286 Unix System Administration 3
CNT 211 Administering Microsoft Windows

2000 Server 4

CSS 205 IT and Data Assurance 4

Total program credits 15



Washtenaw Community College

Outcomes
State the overall knowledge to be gained, skills to be learned, and attitudes to be developed by students who

patticipate in this program.

Students will sutvey issues in IT security awareness and data confidentiality in the program. They also will be provided
with the basics of network security planning, network security technology, network security otganization, and the legal
and ethical issues associated with network security. Students will also get hands-on training in the methodologies,
techniques and tools for preventing network attacks.

Curriculum
List the sequence of courses in the program by semester, including credit hours, co- and pre-requisites.

Coutse ID Title Credit Contact Hours  Pre-requisites/Co-requisites
CSS 200 Essentials of Computer Security 4 cr 4 contact hours Pre-tequisites: ELE 225A, CIS 121, CNT 201
CIS 286 Unix System Administration 3 cr 3 contact hours Pre-requisites: CIS 121

CNT 211 Administering Microsoft Windows 2000 Server 4 cr 4 contact hours Pre-requisites: CNT 201
CSS 205 IT and Data Assurance 4 cr 4 contact hours Pre-requisites: CSS 200

Credits required to complete the program: 15

DRAFT Office of Curriculum and Articulation Service 2



Washtenaw Community College

Assessment
Describe the assessment process that will be used to determine the effectiveness of the program.

Standard exams will be developed for courses across all sections of classes. Exams for CSS 200 and CSS 205 will be
standard across all sections of these classes taught by schools in the grant consortium.

Budget
Specify program costs in the following areas, per academic year, including any start-up costs: faculty, training,
travel, materials, resources, facilities, equipment, and any other costs.

All start up and program costs are to be provided for by grant funding.
Approximate costs will include: Acquisition of Cisco routets for on campus labs (startup) $30,000

Faculty travel to Chicago, I1., Madison, WI., and Grove Heights, MN for 3 training and meeting sessions annually for 3
faculty:

Lodging $ 2700.
Plane $ 4050
Approval Recommended: Print Name ignature Date

Program Initiator: M\— Q;M !lg/ o>

Dept. Chait/ Director:_hwd

Yy f ?’[0}

23

- N <
Dean/Administratot: ,ﬁ"ma/ 2 /é///ﬂl /s
- 7 N
VP of Ins on: .
President: 7 W H ! 8 g ()3
Date of Board Approval:

DRAFT Office of Curriculum and Articulation Service 3



Washtenaw Community College

Needs Assessment
This page to be completed only by those programs seeking Perkins funding. The need study is required to obtain state
apptoval for occupational programs program.

Staff or firm that conducted the need study ICARD/EMU

Term during which the study was conducted: July 1998

Geographic atea to be served by the program: Cities: __Ann Arbor, Ypsilanti
Counties: _ Washtenaw

Number of employets surveyed: 53

Number of skilled persons, in the geographical area, curtently employed and/or receiving on-the-job training in the
occupation for which the program could provide training.

Full-Time Employees Part-Time Employees
Currently employed 1923 Not Available
Recetving On-the-Job Training Appr 550 Not Available

List employment opportunities in the local market area and the State of Michigan: projected number of full-time and
art-time positions within one year and in five years.

Local Area Michigan
One Year Five Years One Year Five Years

Full-ime | Part-time | Full-time | Part-time | Full-time | Part-time | Full-time | Part-time

For Cettificate 50% 50% Not Not 50% 50% Not Not
Holders Growth | Growth | Available | Available | Growth | Growth | Available | Available

For Degree Holders 50% 50% Not Not 50% 50% Not Not
Growth | Growth | Available | Available | Growth Gtrowth | Available | Available

Limited Coutse Work Not Not Not Not Not Not Not Not
Available | Available | Available | Available | Available | Available | Available | Available

Expected starting hourly wage rate (excluding benefits) in the geographical area to be served for:

Certificate holders $ 20 (Approx) Associate Degree holders $30/hr (Approx)

Check only one: Within this geographical region:
[X] Job opportunities are projected to be available for no less than 75% of the projected program enrollees in a year.

[ At least 90% of the projected program enrollees will be employed persons from the proposed program area who
desire upgrading within this occupation.

A student interest survey indicated that individuals are interested in pursuing this program atea:

Total number surveyed

Number interested in an associate degree

Number interested in a certificate

Number interested in limited coursework

List the educational opportunities available for students interested in this program that are within the geographic area
currently served by the college.
Institution Progtam Location

None

DRAFT Office of Curriculum and Articulation Service 4



Washtenaw Community College

Advisory Committee

List the names, titles, and organizational affiliations of members of the advisory committee that has been selected to
advise the college on the development and implementation of this occupational program. Include the committee’s
program recommendations.

Ron Murphree — Network Engineer, Compernica Network/Network Two

David Bigalke — Web Secutrity Coordinator, Ford Motor Company

Frank Carlismo — Network Engineer, University of Michigan

Kurt Hilliger — Network Engineet, University of Michigan

Terry Weedock — Computet Secutity Consultant

Douglas Cox — Data Assurance and Security Officer. University of Michigan Hospital.

The committee recommends adoption of 2 computer security curriculum. See minutes of advisory committees,
attached.

DRAFT Office of Curriculum and Articulation Service 5



Washtenaw Community College
PRELIMINARY PROGRAM APPROVAL FORM (PPAF)

Proposed name of program: Computer Systems Security [ Advanced Certificate

Faculty/initiator(s): _Michael Galea

Division:_ BCTD Department:__CISD Estimated start-up term:_ Fall 2003
Type of program: D AA. L—_I AS. D AAS. D Certificate of D Certificate E Advanced D Post Associate
Completion Certificate Certificate

Describe the program briefly, including the need for the program and the benefits it will offer to
students.

Washtenaw Community College is member of a consortium of seven colleges that have applied for a
NSF grant for the development of a standardized computer security curriculum and for the development
of regional and local security centers.

The Computer Systems Security I Advanced Certificate is part of a series of two certificates and a degree
program under the grant.

With Homeland Security being a high national priority, the certificate is of timely and vital interest to the
IT and business communities. It is estimated that $12.3 billion was spent to clean up damage from
computer viruses in 2001 alone. Additionally, in a recent curvey of the Computer Security Institute, it
was determined that 85% of the companies surveyed detected security breaches and 64% suffered
financial losses because of such breaches.

According to PostNewsweek Tech Media, 2001, a serious deficit in the number of skilled computer
security workers exists and will continue to exist into the future.The proposed certificate and the goals
and objectives of the grant are designed to address the critical shortage of qualified computer security
professionals.

Identify the resources (faculty, facilities, equipment) that will be needed to start and to maintain
the program.

It is expected that the grant will be approved and that the grant will provide funding for creation of a
standard computer security lab at WCC. Lab equipment will consist of various Cisco routers configured
into an isolated network at WCC. Additionally, the grant will provide funding for a special computer
security lab at a regional security center Moraine Valley Community College in Palos Hills, Illinois to be
used to conduct remote “virtual” computer security training sessions.

Lab assignments and instructional materials are to be developed primarily by Inver Hills Community
College in Grove Heights, Minnesota.

Office of Curriculum & Articulation Services



P

List the courses that the progam will require.
Existing Need modification New
CSS 200 Essentials of Computer Security — Exists. Needs minor changes to instructional objectives to
align course with curriculum under grant proposal.
CIS 286 Unix System Administration — Exists. No modifications needed.
CNT 211 Administering Microsoft Windows 2000 Server — Exits. No modifications needed.
CSS 205 IT and Data Assurance — New course.

Signatures: MM .
Department Chair/Director: Date: "{" §-0 5

/‘—3 '
Dean(s)/Administrator: _ Xgszwvesa C/{? j ﬂ e Date: ’/ -$-23

ssrmrre Vice Pres1dentﬁ21nstructlon
Approved for development of PAD (Program Approval Document)

Returned for aglditional review/developmeptof PPAF (details attached)
] Not appro ’% ﬂ g//% v
Signature: K / Date: s // g

Office of Curriculum and Articulation Services 2
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Copies: President’s Staff, Faculty/Initiator, Department Chair/Director, Dean/A dministrator, Curriculum Files



Computer Systems Security I Advanced Certificate

This program surveys issues in IT security awareness and data confidentiality. It also
provides students with the basics of network security planning, network security
technology, network security organization and the legal and ethical issues associated with
network security. Students will also get hands-on training in the methodologies,
techniques, and tools for preventing network attacks

Program Admission Requirements:
-ELE 225A or equivalent knowledge

-CIS 121 Linux/Unix Fundamentals with a minimum grade of C or equivalent knowledge
-CNT 201 with a minimum grade of C or equivalent knowledge.

Major/Area Requirements: Credits
CSS 200 Essentials of Computer Security 4
CIS 286 Unix System Administration 3
CNT 211 Administering Microsoft Windows

2000 Server 4
CSS 205 IT and Data Assurance 4

Total program credits 15
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